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oj^Jg-A] Al^efl^ J: * #a] wj-^ {Method for Tracing and Monitoring of 

Call in Mobile Communication Systems} 

£ 3^. £ sj-^o) <y ^AHiofl uj-s. aij: M-^^fl £ 

£ 5^ £ <S ^Hof ICJ-^. 4^ Jr ^ ^ #A] ^-J- >i^S>7l 

^A^oljl, 

£ 7^: £ 52] 45 5: ^ £ #a] Bl^sj- ^*>7l ^ £ oi4. 

21 : o]Jg- ^-^(MS) 22 : vilS^H >H Ha]^ (RNS) 

23 : °}^*\ 45 H^-(SGSN) 

24 : <£]i^ ^ 25 : 45 S^(GGSN) 
26 : ^7l(HLR) 27 : ^ 

28 : tflH^H >H 2L*] i^(RNS) 
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<14> S. Jg-Al ^Wl^ofl ^ S-^l, 7}<$Z}2\ ^ 2- ^3 ^ 

<15> 2.ti]-^ o]E^ A^li(Mobile Internet Service)7> ^E^^H 

A>ol^(Cyber) igHM ^o]^ji *^ *g<a» f>}^ s.v)r<U 

<16> s ^ 7)^ 3.9}- S. -ttnz] ^ ^-fr/*fl*H 4*3 *Kr 

*Mi(Data BaseH ^3 tfitf 7}^ ^ ¥7fl 

<17> HElJl, ^ #X| 7l^^r #X|7> 7>^7}2] Jr. ^*H1 Jl^ ^€ 

* ^:^7> E-H ^(Terminal )S. #^*Kr 71^.3.^, JL ^3 7l^ ^3 

E] wflol^l ^^-^H ^€4. 

<is> 71^^ oj^ ^1* 0 MH^ 31 ^ ^ ^ ^ ^(Circuit 

Service)^ ^ tfl^S. , ^ *lm£U #2- 

7(Signaling System No. 7)#-§- °l-MHr ^^^l Jr. ^3 9? W 

<19> £ l£ tij-Alo) oj^Al Aj^Efl o- 
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<20> A^ « o VAloj ol-^J^Al A^l^r -f-^}# 7><a*>7> ^^"^ 7^^^- A^l 

^tr ^^M^^CPSTN : Public Switched Telephone Network)(ll)3f ^5)- ^ 
SMI 3] *>M-^ 7><y ^ofl o^fl c^l^sHH 3^Kr f^Ssi^ 1 * 

(ISDN : Integrated Services Digital Network) (12)^: ©1 ^-g-^-Al 7 }o^Hl7il -fj- 

<2i> ol^fAl S^(MSC : Mobile Switching Center)(13)^r ©l^^l 7]-^a>7> a-^]^ 

w>li^(RNS : Radio Network Subsystem) (14)^ ^^(MS: Mobile Stat ion) (15)^1 

711 ^ ^ ^ ^^-^ (Hand-off) 7]^% 

<22> ^^^1 ^s.7l(HLR : Home Location Register)(16)^ ©1^ AQ*}^ 

71^ ^S., 7}<$x\ ^M.^ ¥ 7>^1 -fr^S] ^^.7> #7} $i©i ©1^ 

^(MS)(15)^]7ll ^ JL£] ^ 
<23> ZLelJl, ^7} ^1 ^7l(VLR : Visitor Location Register)(17)^r ^^1^ 

-§-^-7l(HLR)(16)S^ 7]-^^ jg^M. 7 }z\Q*\ o]^ - ^.g. ^^*Vcf. 
<24> ©l^tr 7lti}^ ol^-f-A] Al^EfloflA-1 jr ^ ^ ^f A J 

(MSC)(13H1 ©1^*^1 H«r^(MSC) ^^^1^(18)^1 ^$$7]^ vflB 

$3. ^ti.Al^E^( RNS )( 14 )ofl e^_o_ A^Al^^(RNS) ^rBl^E-Kl9)°ll 
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< 25 > A o v 7 j - tg-ig s.^. ^ ^ #a] ^9] 7}<$x\ *1JL«- °d^JL, 

tH^ofl ol^Jf-A] -5I^(MSC)(13)4 ?\K)SL vilH^B. ^ti.^li^(RNS)(14)^ =E 

<26> ^ ^-Al tfl# 7}°-j7} -iJt^l-.S.fe- IMSK International Mobile Subscriber 

Identity)^- ESN(Electronic Serial Number)^ &<>] 7\<$x\ 7r°J*>^ 

M^(MSC)(13)4 ^A]^ AjZL^ fflA^ll- ^Sflo) ^C-ll, A]ZL^ pflAl^ 

^I^H]^ MTP2(Message Transfer Part layer2), MTP3(Message Transfer Part3), 
SCCPCSignal Connection Control Part) <>l-g-3M, °l^tr 

^ ^-Al tfl# o]^ 7>^aH1 tfl^ Jl ^3 ^ 71^-i: 

<28> QSjl}, #7)Si\ A^ Wj-Alo) oj^Al A^jA^ -f-A]^- ^ Z|Z^ 7>°j7>^7fl 

v|-g; *>uj-^ ^SJ-fe ^^S^i 7>°j7>7> cf^^l *fl^-g- ^-^H^F 

^*r<*l 7}<$x}7\ « *r *H«M 5^^. 

<29> JE*}., Jf-A]^^^- 7>Oj^} 7 > ^"Kg: 4NH*1 31^T #^1 

-g- rflolE^* #^Rr o>qji ^ofl cflolEi» #^r*l 4f*l tfl7H*> 
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oo> #7l <4 ^ y o v ^2] oi-g-^A] a^I^ T^^-g- 7 fl>atr tt o v ^°l sfl^ (Packet) 

<32> o]^ ^(MS)(21)£r ?}t)SL vilB^B. ^ ii^:i^(RNS)(22H ^ *>€^ ^ 

# ^ ^-7] eM^. tllH^a. a.Al^Efl(RNS)(22)^: ^l^-f^l 51 

^■(SGSN : Serving GPRS Support Node) (23)^ ^^H, sfl^i 
(SGSN)(23)£r ^(MS) (21)<M ^Str ^ 3lS] -S-^ ^ #3* 

<33> ol-g-^-A] ^ ii^(SGSN)(23)^: ^ ^:^:(MS)(21)* ^(Internet 

Network) (24)^1 ^^}7) ^sfl sfl^ M^(GGSN : Gateway GPRS Support 

Node)(25H ^^i}. 

<34> Aj-7] ^ ^-g- 51^(GGSN)(25)^ ^l D cr4 n <K24)2] 

*}±r ?A°-S., 7}^a}^ sxfl^l ^ jil^(GGSN)(25)^- ^^Hr *M 

<35> ZL^JL, -£^=1 ^JL 26, 27, 28^ AA (HLR) , ^ ^ 

aJe^ 5^.2. i-HS^lB. A^Al^^(RNS) ^sl^^olcf. 

<36> O]^ ^(MS)(21)ol <>lEi^ #(24)^ ^#^>7l ^Sfl^ ^Ei^oflA^ A^ti]^ ^1 

t^S. Af-g-S]^ IP ^±_% ^^o\o\ %x\. 
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< 37 > ip ¥ y\AA 9X$=n, *>M-fe IP ^« p 13 ^ 

(Static IP)ol 9X51, t±& ^M-fe 7}«8*>7> sfl^J Jl«- JlW nfl^fl 
r+ol^ni (Dynamic)^ ^fe ^(Dynamic IP)<=>1 9X^r. 

<38> V}2\- Qo] t 3)]^ wj-XjS] ol^-f-Al A^eHAiir <>]& 7V^7l-^ ^*>3. 

IMSIM- ESN* ^>-8-*>^l ®51 tfl^l IP ^*j-g. A}-g-*}jL ojcf. 

<39> IMSIM- Esm ^ ^^>» °l-g-*H s. ^ ^ ^11- ^*3*Rr 

<40> neiM-, €*fl ©1* 7><^a>^ sfl^i Jiofl ^ ^tb H o v ^°l ^ 

^°leH 7>S37>sl sfl^i tfl^ ^ #*l7> lr7>^*>rl-. 

<42> ^-7]^ ^ S.2}-§- ^Aj^7l ^ ■& ^fAj A^^ jr 

7>^7l- IP» oj-g-^H 7>^7>S1 3fl^ Jr. ^ ^ 

<43> S-^lofl U^-S^ ( olE^jl ^o\)M *3 IP°fi cfl *V ^ ^ #A] 

7> ^ ^ -S-^ ^^"^ ^3} IP» ^ ^€^1^ #^Rr #7fl2h # 

^Sj^EH*! ol^A] sfl^l <#7] B^Tjl ipofl tfltj- ^ %^2}-» A 
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^Kr t£7\]Q, -SM BfTjl ip 7 > 7\<&7\7\ ^ n o V ^-t^ IP^l^l* ^r*V 

tt #31^, ^71 IP^ Sfl^l S ^ *^2Wcr ^Tfl^h $\?A 3L ^ 

<44> ^.C}- ^j^Tjl^, ^"71 ip 7 > 7>^7>7]- 4f*V # ifl o|H -frjL*r IP^l ^ ^Ml ^ 

#7l ipo^j rfl*V 3fl^l S ^ «^3Zr*Rr 3* ^ ^-S. 

<45> liCf ^-fl^Tflfe, # 7 ) Ej-^l IP7} 7>^7>7> 4^ # -frS^r IP7> ^ 7^ 

4|Sr A o V 7l <?lB^jl E}-^ ipo)] cfl^ ^ ^ #Al _£_^-7} $171 ol^o| cJ-^S 

<46> Aj^^i^ ^-71 Bj-Tft ipofl Cfltb ^ ^ ^3 ^ *^ S^TT #31^ 

A J"7l Ol^^-Al sfl^l H^^MH ^-71 E}31 IP» « 17} 7-1 

sfl^ c|) o] E| H^Sf 7il3j^H HH^ Hflol^ofl ^^*>ir^l ^-fr ^l^K 
#71 El-Tj) ip§. ^ Sfl^l ^17> ^>7l 3ifl^l t-flolEl ESSf ^SjiH 

^fl*}^ ^"71 E}7jl IP ^ofl cfl^ I f 2j D ^ ^If Al^Rr ^7^11- S^Hr 

<47> Jit} ^^Tllfe, ^>7l Bj-Tjl I pi; ^ JL7> ^"71 3*fl ^ tfl o} ^ ^1^ 

±e c-flolE^ tiflol^^ ^7fl*}*l 8>o.^ #7] IP ^<Hl tfltr 7] (Trigger) 1-efl 

Hi- ^*}H He]7i #2flZL7> IP* 5Hr *fl^ Jl7> fffl^ $}o}^ £SS 

a. ^ejj^e cfloiEi tHl ol ^ofl ^fl^ *fl# ipofl cfltb 3fl^l 1 ^ ^1^> 
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<48> iLCj- ^l^Tfl^, <#7] Sifl^l 3L ^ ^ <T^*Kr #31^ #7l ^^A] sfl 

« ^ A^7> iHSsq^li- ^}*Rr #31°^ ^^'AS 
^It*}^ IP» <>l-§-*Rr 3* ^ 

^ ^-71 ^- ^e^Eis ^7]^j^5L ^ 3^§- ^^.S 

^«fl ^ iH^r^Hl alf/^ tflAj-o] b}-^ I PI- <^«Hr ^71 

^ ipofl cfltb *03> 31 ^ #X\7\ 3:31^, #71 Bl-Tjl 

IP<H1 tflt!: Sfl^i S. ^ ^ ^l7> ^Eflol^ ^^17]J1 ZL ^41" n o V 

<52> ^.Cf A^^Tflfe, Aj- 7 j ^ IP^l Sfl#*Hr Sfl^l JL ^ #A] 7 } «1 ^ ^Efl 

#31-2}-, 1=^71 #eflZL7V ^sq<H ^o.^ H^Tl fsflaf Xl^^t * ^JLSHr 

<53> Jitij. Aj-^^ 7) ]^ > Aj-7] ^S.A]3Q ^ofl Aj- 7 j e}^1 ipofl tfl^ HE]7i #Efl 
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<54> o]*}, #SS}<*| ^^1^11- 

<55> o]^ 7><y^ sfl^ Jrofl cfl^ ^ #X\m. <^*V wj-*^ ^floV^ ^o. 

<56> £ 3^ i£tgo] o_) ^aHH u}^ -g;^-# Ajjr 4^41 £ 

^olJi, £ 4fe <y AjX|ojH trfS. A]jr £^o]4. 

<57> o]E^ " 0 V(24)^^ IP7]- ^-g^M" Si °l-§-^°fl ^ 

^ 7]&°\)*\ ^ ^ ^-Al l^Aj-^ ^ IPofl ifl^ ^ill- A^Tgom- 

(Fax) ^ 7>7l ol-g-^H #sW(27)°fl ^^}^(401), # 

(27)^ #7] ^ IP*\) cfltb ^3 ^ « H^(SGSN)(23H -S-^tb 

4(402) . 

<58> ^ ^ ^-A] oj^A] sfl^l Ji7^(SGSN)(23)^r ^7} ^ M cfl*V 

^ ^ zl ^oif# Aj-7] # ^3^(27)5. ^^*>S.^(403) ^ 

tfl^ o}^- 7}<$7-}°) ^ ^l7> 7p§^KE-I^ ^ 

<59> Cf^-ofl, Jg. «^ ^AHl tt|.^. sfl^ Jr ^ ^ #A] W o V^«. t^t} ^^1^0.5. 

< 60 > 5. 5tt t^^l ^ ^aHH 4^ ^ ^ #a] ^^^1-71 ^£ 

71^-O.S.^-E^ ^ IPofl cfl^ ^ ^ ^-A] ^7} (27 HI 
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(S501), # ^^(27)*r o]^X\ ^ H^(SGSN)(23H ^3 ^ cfl^ 
3! ipofl tfltr ^3 ^ JlWi=KS502). 
< 6 i> ^-7] ^ ^ #a1 ^^1*V o]^Ai sfl^i JE^(SGSN)(23) 

£r E}7J1 ip 7 > 7><a^7> ^ # ^HH IP < y7># ^>*H (S503) #7] A 

31 IP7> 7>^^7> ^ iflofl^ -B-JLSV ip 7 > o>u)Tg fflxg- B^-Tjl ipofl cfltt ^ # 

*1 _2_^7> -^-AlSlHS- #71 ^E]^ nj-oflA^ ipofl cfl^V ^ A^7> t 

^5l7l cj7^]S. Al^e^^. ^^1^14. 

<62> til-ig, ^1-71 E^-Tjl IP7]- 7><a^|-7> ^f*> -B-jLtt IP°1 ^ °1 ^-f-^l ^ ^ 

^-(SGSN) (23)£r <#7] ipofl cfltb 3L ^ ^ ^-a}!- %^^1-J1(S504) #7l B}- 

3! ipofl cfl*> ^ Jr ^ ^2 ^r^^(S505). 

<63> O^, Sfl^t ^ ^ ^11- -i-^ ^41- ^7l^O.S # 

^:^431bK27)^ ^^1*>ZL(S506) ^3 ^ 7]^ wl%^5M7l;e.S*|(S507) JL ^3 

<64> Cj-^-O)! £ 6^- £ 5^ IP ^ofl Cfltb Sfl^l ^3 ^ #^1 #^2}- ^7^1 

(S504)«- ^.^}7] lf££, ^3 ^ ^1 tfl^o] IP7 ]. 

A o v 7l # ^3 ^ E| (27)^1 H-1 *1 ^(Terminal **fl <=>1^*^1 ^ 

(SGSNX23H1 <y 3 3 ^(5601), ol^-f-Al sfl^i H^(SGSN)(23)^ #7l ^ ip^- ^ 
JL7 r 7>^0ol 7^>s:].j7 sfl^i c-flolE^ HSS#(PDP : Packet Data Protocol) 

H dlolEi wflo) ^(Context Data BaseHl €^ti*Rr*l 3A}tVcKS602) . 
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<65> ojufl, a o v 7 ] EfTjl IP1- ^ sfl^l J17]- PDP cflolel tilHiofl ^fl^rfe 

-Mfe- ^7) E}7jl ipofl tfltr « JL ^ ^ ^m^(S603). 

<66> ti>^, ^-71 E^-TJI ip# ^ jjjj^l j^}. ^- 7 ] pDp ^Efl^E *1H ^ofl ^fl§> 

*1 ^ ^-f^l^r Sfl^l :£ofl tfl^- ^ ^ ^-All- <?]*H ^ IPofl 1« rnslTi 
(Trigger Flag)* ^ tHl(S604) . 

<67> o^, a 0 v 7 i Hs }7i fsfla7} I PI- ^ afl^i I7f #7l PDP dH 

E-1 tifloliofl ^^*>^ ^fl 1 ? IPofl S ^ ^ ^^rf(S603). 

<68> ZLS^ZL, ^71 « SL ^ ^ ^-7ll(S505)^ ^ ^ , *fl 

^ JS.^7> t^SKr *H) tfl^fl 3*>*H=- #3]^., iH^(SGSN)(23)^^ 
^^(MS)(21)3r ^^13^ T>flAl^# ^a> tfl^-o £ 
<69> o]^ ^ ( MS)(21)4 sfl^ JH«-^(SGSN)(23);lH iH^Rr 

<i-I- 1-^, ^^(MS)(21)^^-E^| o)^Al sfl^i iE^(SGSN)( 23)^.5. 

^5)^ PDP $H§S* _£L^ t^l a] (Active PDP Context Request), °l-§~f-^l 4 

51 JE«;^-(SGSN)(23)^^-E^ ol^ #lKMS)(21)ilL PDP #^3}- 

^ *lH*l(Active PDP Context Accept)7> °X°.v\ , oje^ nfl a]*] s-o] ^ig^^ IP =. 

<70> ^1-71 s)]^ Jr ^1 #a1 ^-71 ol^A] sfl^i JH^CSGSN)^)^ ^3 

^ ^7l^o.S. ^1-^*^ sfl^ i2^(SGSN)(23)^S- ^^tf. 
<7i> zlsIji, £.7^ ^71 £ 5^1 ^ & 7^} v>m^s\- #7fl(S506)l- ^tb 

24-14 



1020020045349 ^ °^> : 2003/7/15 

^ \?7\ °]^^ JH^CSGSN)^)^ ^^5)^(8701), °l^f-^l ^ 

(SGSN)(23)£r B^-TJI ipo) ^ 7^X\7\ #Eflol*l -M^l* 

*bi=f(S702). 

<72> a o V 7 1 ^ ^31 IP^ ^ ^ # A 1 7 > *^ ^ >E fl C> l^ f^^l^. 

^-71 e}^i ipofl tH*V #eflzi7> ^-EfleVS o] hsItI fsll^t ^l^^t 

^41- # ^^£l(27)£| ^^7> E^l^s. ^^§>J1(703) $r<$-$r 

<73> tiVig, ipo) ^ ^-Al7> ^"Eflol^ 1^7*} ipo] ^ ^ ^J-Al 

7] #Efl^L(Trigger Flag)7> *J^sH 9l^*}* % a>*V^(S704) . 

<74> ^A> ^3)-, IPS] ^ #A] HSlTi #Hfl^-7l- B^T] #Sfl 

n« ^(S705) ^S-W. 

<75> ol5f ^-ol H^Tl #efln# «fl^Al7l^ al-fi-fe HS^T) ipofl Jl7} PDP 

H tiflol^^] #7fl^>7fl 5^ IPofl tflt!- S ^ ^l7> l^S}-^ SL^- 

<76> ZlSlJl, #71 B1-7J1 ipofl tfl^ ^ ^ ^ #A] HSlTl #2fl^l7> $A*1 & 

o.^ (27)^1 «1*^3|- tfl# ^ ip <y^^>7l oi^si #7fls a]^ 

<77> cf^ ^Al^s.^ #7l o]^Al Bfl^l Jl^(SGSN) (23)^1 71^1: #7l 

°l^f-4j ^ jn^(GGSN)(25)ol ^*}5E^ S}^- ^ 51^ tf-E- 71^ 1-^-^ 
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<79> <?]B^o11 ol^^-Al 7><y*H tfltt ^ 4*3 ^ €-^-7> ^4" 

gfltg- 7 >°g^ IP ol-g.^ sfl^l Jrofl cfl*V ^3 ^ t 9X^r. 

<80> ^^H, 2.ti>^ olE^ ^4 ^E^^Hl^i A>°1*1 ^^7} ^^M- 

<81> olA o V Ml-g-i: ^^^V^ 7l# ^ 

<82> ^^H, 7l#^ 7l^fl^ vfl-g-0_S tt^>^ °}^\^ 
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[$^* 1] 

2] 

n o Vo]]>| S-^g IPofl tfltV ^ ^ -S-T^V ^ -fi-T 1 

t£ #&|^BHH ol^Al zfl^l JH^O.^. HfTjl ipofl cfl^b ^3 ^ #^1 * 

^•71 B)-7j iP7> sfl^ 7><a^>7]- ^ -fr^ ip^I-i- 3*HHr #31; 

#71 E^ ipo) ^ ^ ^ ^ ^-All- «-^Sj-*Hr ^7^1; 
3] 

^-71 Ef^l ip 7 > 7><^7>7> 4^ i-lHH -n-JLtb IP^l -*7l B^TJI ipofl cfl *V 
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4] 

#7l ^ IP7> 7><a^>7> ^ *fl4H -fi-SiSr IP7> °>\1 ^-f^fe, 

#71 Si 3^ n o V — 5L-T- E i ^3! ipofl cfltb ^3 ^ #*1 -fi-^7> $171 o^o} c^j^ 
5] 

#71 B)-7j! ipofl cfl*V sfl^ x ^ ^ #*1» *#^fe #3lfe, 

#71 °]J§-f.A] Sfl^ JS^^A-1 ^-71 I PI- ^ sfl^l ^7]. T^Ajcl 7,-1^1-Jl 

^ 31 o] SajiB dl o] Ei Wfl o] ^o^l ^fl*}^*! <*|^~I- ^^rfe ^741 

; ZL^JL, 

#71 ^ I PI- £fe Sfl^l S7V #7l 5Xfl^l cflolE^ fi^H tiflol 

^°fl #7l Ef^l ip ^ofl cfl*> ^ 3L ^3 ^ ^11" *1*W& ^7^1* JL^- 

*rTT ^3 -£-3. °l^f^l *1^3 S. ^ 31 "o V ^. 

[^^# 6] 

XI 5%H1 SH^i, 

#71 E}7J1 IP1- ^ sfl^, JT7V #7l sfl^ C-flolE^ ^al^H CllolE-1 Hfl 

^ti^l 

#71 e^-tji ip ^^1 tfl*V B 51 71 (Trigger) I-Hfln* o^o)] s.sfl 

^L7> IP1- £i=. b})^ ^7> sfl^ c-flolEi S^iB c-llolEi aflol^ofl ^fl 
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^ IP°fl tfl^ 3fl^ J: ^3 A^Hr ^ s^AS. *>fe °l*f A J A l 

7] 

*ll 2*^1 &<H*1, 

31^ ^ ^ ^ ^o} j^ 7 y ^3*7*1* #31^-8: ^-^^5. 

81 

*il 7%H1 
91 

*)1 2%H1 9l°]*\, 

#7l OI^A] sfl^ JIL^ollAl 31 ^ ^ ^-A] ^aZHb #7l ^ 
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